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Executive Summary
For years, the plaintiffs’ bar has conjured multibillion-dollar class
action lawsuits out of largely intangible privacy harms. This wave
of litigation is increasingly driven by federal and state statutes that
include private rights of action and allow for excessive statutory
damages. Given the willingness of some courts to let cases
proceed despite a lack of allegations or evidence of concrete harm,
this litigation trend shows no sign of abating.
Unfortunately, this private litigation is
especially problematic in the privacy
context, as it undermines appropriate
agency enforcement, clutters the courts,
and chills innovation and nationwide service
deployment. By contrast, privacy-related
statutes that do not provide a private right
of action, but rather delegate enforcement
authority to agencies, often lead to far
stronger outcomes that better balance
penalties, deterrence, innovation, and
consumer protection.
This paper examines troubling privacy class
action litigation trends under common law,
state statutes, and federal statutes, where
plaintiffs’ alleged harms are often intangible
—or nonexistent—and where the
wrongdoer is frequently unknown or
unidentifiable. It focuses on suits brought
under four laws to demonstrate why
statutory private rights of action are
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inefficient and ineffective for addressing
privacy concerns: the Telephone Consumer
Protection Act (TCPA), the Fair Credit
Reporting Act (FCRA), the Video Privacy
Protection Act (VPPA), and the Illinois
Biometric Information Privacy Act (BIPA).
This paper then explores how plaintiffs
resort to state privacy and consumer
protection statutes to further sidestep
congressional intent where private rights of
action are not provided in federal statutes.
Next, we highlight the overarching and
statute-specific consequences that flow
from privacy private rights of action, which
harm both consumers and businesses. We
then explain why privacy-related statutes
that do not include private rights of action
and instead delegate enforcement power to
agencies are often far superior to private
litigation.
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The Flood of Common Law, Tort-Based
Privacy Actions
Individuals have long brought common law tort suits to address
specific, concrete harms caused by easily identifiable individuals or
entities.
If a neighbor tramples your crops, he might
be liable for trespass. If a thief takes a
painting that you own, she might be liable
for conversion. The injury for these torts
was often obvious: my neighbor ruined my
crops and I cannot sell them; the thief took
my painting, which I no longer have. When
it comes to privacy interests, however,
“harms” are largely inchoate and intangible,
and the wrongdoer(s) is or are often
unknown or unidentifiable. We discuss
below these harm and causation concerns
in privacy class actions.

They have, for instance, alleged that they
suffered a loss of value of personally
identifiable information (PII) as a result of
defendants’ conduct. Most courts have
recognized, however, that loss of value of
PII is insufficient to serve as Article III injury
under the Supreme Court’s guidance in
Spokeo v. Robins or is insufficient injury
under the causes of action presented.1 And
even if there were a cognizable harm,
determining liability through case-by-case,
district-by-district decisions fails to provide
clear expectations for consumers or
businesses.

Intangible Harm
Although the plaintiffs’ bar has frequently
sought creative—and counterproductive—
ways of bringing privacy claims under the
guise of torts like trespass to chattels,
negligence, and unjust enrichment, such
claims are ill-suited to private enforcement.
For example, plaintiffs bringing suit over
location tracking or cookie tracking have
often attempted to manufacture harms
where none exist and have struggled to
identify any cognizable injury.
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“

When it comes to privacy
interests, however, ‘harms’ are
largely inchoate and
intangible, and the
wrongdoer(s) is or are often
unknown or unidentifiable.

”
2

“

PulsePoint and
LaCourt demonstrate how
intangible the ‘harms’ are
in many privacy cases,
and they are not alone in
rejecting plaintiffs’ ‘harm’
allegations.

”

As an example, in Mount v. PulsePoint,
Inc., plaintiffs filed suit alleging that
PulsePoint circumvented the privacy
settings on their Safari web browsers to
place third-party tracking cookies on their
computers and mobile devices.2 Plaintiffs
asserted both common law tort claims
(trespass to chattels and unjust enrichment)
and claims under federal and state statutes
(the Computer Fraud and Abuse Act and
New York General Business Law Section
349).3
After hearing oral argument on PulsePoint’s
motion to dismiss, the court agreed with
PulsePoint that plaintiffs failed to show any
cognizable injury to support the claims
asserted under New York common law, the
Computer Fraud and Abuse Act, or the
state’s consumer protection statute.4 The
court held that plaintiffs had failed to allege
the necessary harm to sustain their
trespass to chattels claim because:
There [were] no particularized allegations
of diminished device performance. At
most, plaintiffs [] plausibly alleged some
unspecified increase in the use of device
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storage or processing capacity, without
alleging that this uptick was significant or
caused any discernible effect on the
operation of the devices.5
The court also found that plaintiffs “failed
to plead injury based on misappropriation of
the value of their browsing information.”6
They did not allege that they were
prevented from participating in programs
that compensate individuals for web
browsing data, or would receive less
compensation from these programs, due to
defendant’s action.7 The Second Circuit
affirmed the dismissal, agreeing that
plaintiffs failed to allege any actionable
injury.8 The collection of aggregated,
anonymized web-browsing data did not
constitute a cognizable invasion of privacy
injury, and plaintiffs were not deprived of
the ability to sell their browsing information
and did not suffer diminished computer
performance.9
Similarly, in LaCourt v. Specific Media, Inc.,
plaintiffs brought claims under numerous
statutes and for trespass to chattels and
unjust enrichment.10 Here too, the court
rejected plaintiffs’ threadbare allegations of
harm. Plaintiffs failed to “identify a single
individual who was foreclosed from
entering into a ‘value-for-value exchange’ as
a result of [defendant’s] alleged conduct,”
and did not explain how they were allegedly
“‘deprived’ of the economic value of their
personal information simply because their
unspecified personal information was
purportedly collected by a third party.”11
The court further noted that plaintiffs
alleged no facts suggesting that they
ascribed an economic value to their
unspecified personal information.12
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Plaintiffs’ additional theory of harm—that
their computers suffered from diminished
performance capabilities—was also
rejected as a “half-hearted” argument
without factual support.13 Thus, plaintiffs’
claims were dismissed.14

Even where months pass, however, some
courts are nonetheless willing to infer
causation at the pleading stage where
plaintiffs allege that the breached
information is the same as the information
used to steal their identities.19

PulsePoint and LaCourt demonstrate how
intangible the “harms” are in many privacy
cases, and they are not alone in rejecting
plaintiffs’ “harm” allegations.15

It is often even more difficult to link a data
event to a particular defendant’s act or
omission that caused plaintiff’s alleged
harm, as defendants are victims of the
same bad actors that harmed the plaintiffs.
Companies are impacted both financially
and reputationally following a data breach,
and due to the prevalence of data breaches,
it is increasingly difficult to link a particular
incident to a particular individual’s
allegations of identity theft or other harm.20
For example, an individual’s information
might have been breached within the same
calendar year at her grocery store, her
bank, and her doctor’s office. And, most of
the time, the true bad actors are not
ultimately identified or held accountable.

Suspect Causal Links
Even in cases where privacy interests are
arguably more concrete, it is often
impossible to fairly trace alleged harm to a
particular party or defendant. Data breach
litigation serves as a good example.
Following a data breach, someone may be
the victim of identity theft and incur
tangible costs related to that identity theft
event (e.g., monitoring service fees or
overdraft fees). In the vast majority of
cases, however, it is impossible to link that
event to a particular data breach that a
company suffered.
For example, in Foster v. Essex Prop., Inc.,
plaintiffs alleged that unauthorized charges
were made to their credit card following a
data breach.16 The court granted
defendant’s motion to dismiss both the
statutory claims and tort claim because
plaintiffs failed to demonstrate “a causal
connection between the unauthorized
charges on [a plaintiff’s] credit card and the
security breach of [defendant’s] internal
computer system.”17 Some courts focus in
part on the period of time that passes
between the initial data breach and any
later-in-time identity theft in determining
whether plaintiffs have pleaded a
connection between the two occurrences.18
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It is often even more
difficult to link a data
event to a particular
defendant’s act or
omission that caused
plaintiff’s alleged harm,
as defendants are victims
of the same bad actors
that harmed plaintiffs.
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Statutory Private Rights of Action:
Inefficient and Ineffective for Addressing
Privacy Concerns
In addition to bringing creative common law claims, plaintiffs’
lawyers have aggressively latched onto private rights of action under
state and federal statutes to prosecute privacy-related claims.
These actions can be brought on behalf of a
single individual but are frequently brought
as nationwide class actions. The litigation
often leads to a major payday for plaintiffs’
attorneys, even where class members
experienced no concrete harm. And, as
explored in this section, even where class
members may have suffered a concrete
injury, the data indicates that they are
unlikely to receive material compensatory
or injunctive relief through private
litigation.21
As discussed more fully below, rampant
litigation under the federal TCPA22 and

“

FCRA23 provides two examples of how
private rights of action are ill-suited to
address claims involving privacy interests.
In addition, although class action plaintiffs
have brought fewer suits under the federal
VPPA24 in recent years, that statute also
remains a source of litigation for
miscellaneous privacy grievances that do
not fit within other existing statutory
schemes. As another example, litigation
under the Illinois BIPA25 is particularly
voluminous and problematic, forcing other
states considering similar biometric laws to
assess whether it truly makes sense to
include a private right of action.

[E]ven where class members may have suffered a
concrete injury, the data indicates that they are unlikely
to receive material compensatory or injunctive relief
through private litigation.
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Where states have no privacy-specific
statute, plaintiffs’ lawyers often turn to
general consumer protection or unfair
business practices statutes, which often
include private rights of action. These cases
frequently proceed past the motion to
dismiss stage and effectively pressure
defendants to settle, despite minimal
allegations of harm (although plaintiffs
sometimes struggle to achieve class
certification).

Telephone Consumer Protection Act
Because of the TCPA, millions of dollars
have been diverted to the plaintiffs’ bar for
calls that were never answered, and for
calls and text messages that people want
to receive. The TCPA was enacted in 1991
—“[i]n what was thought to be
telemarketing’s heyday”26—to restrict calls
that relied on random or sequential
numbers, using an “autodialer,” as well as
calls made with a prerecorded or artificial
voice. Today, the TCPA is used to squeeze
money out of legitimate American
companies that call or text consumers,
even if those calls go unanswered, or if the
messages were requested by a prior owner
of a reassigned telephone number.
For example, consider a situation where an
individual wants to receive text messages
regarding upcoming doctor appointments,
package deliveries, ride share services, or
grocery drop-offs. Next, that person
receives a new phone number through her
employer, and the old phone number is
recycled. Once the phone number is
reassigned, the doctor’s office, package
delivery service, ride share, or grocery
service texts the new holder of the
recycled phone number, without knowing
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[C]ompanies find
themselves unexpectedly
defending TCPA litigation,
instead of the TCPA being
used to prevent abusive
fraud and scam
robocalls.
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that the phone number was reassigned.
These companies find themselves
unexpectedly defending TCPA litigation,
instead of the TCPA being used to prevent
abusive fraud and scam robocalls.27
There is no statutory cap on damages
under the TCPA, and courts have
unfortunately nearly uniformly held that
unsolicited contact in a TCPA case can
satisfy the constitutional injury-in-fact
requirement (i.e., a plaintiff has suffered or
imminently will suffer a concrete and
particularized harm, whether economic or
not). Combined, these factors contribute to
the high frequency of TCPA case filings.
Suddenly, faced with enterprise viabilitythreatening TCPA litigation, throngs of
companies have been on the hook for
monetary penalties that far outpace
Congress’ original intent for the TCPA.28
For example, the Second Circuit recently
held in Melito v. Experian Mktg. Solutions,
Inc., that TCPA plaintiffs who receive an
unsolicited text message meet the Article
III injury-in-fact requirement, even without
alleging any other harm, because such
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Under these conditions, court dockets are unduly
cluttered, companies are forced to expend resources on
baseless litigation, and plaintiffs’ lawyers carry on
enriched, emboldened, and ready to press repeat.

texts are a “nuisance and privacy
invasion.”29 This holding aligns with certain
prior TCPA standing decisions in the Third
and Ninth Circuits.30
It is remarkably easy for plaintiffs to file
complaints under the TCPA and force
companies to spend significant resources
litigating or settling these cases, even
though mere technical violations may be
alleged. Many TCPA suits also allege that
consent was obtained, but not according to
the specific requirements of the statute or
the Federal Communications Commission’s
(FCC) TCPA implementing rules. And, for
fax advertisements, even providing a
substantially compliant opt-out notice can
still lead to class action exposure.
Making things worse, the FCC issued a
misguided Declaratory Ruling and Order in
2015 that sought to provide clarification
regarding a number of TCPA issues.31
Following the “clarification” (which the
D.C. Circuit later struck down in key
respects), TCPA litigation increased
dramatically.32,33 In the 17-month period
before the FCC issued the Order, 2,127
TCPA suits were filed; in the 17-month
period following the FCC Order, 3,121 suits
were filed.34
More recently, while overall TCPA litigation
has declined slightly, the percentage of
TCPA suits filed as class actions has grown
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startlingly high. In March 2019, 120 of 287
(41.8 percent) TCPA suits filed were
putative class actions.35 In April 2019, 98 of
294 (33.6 percent) TCPA suits filed were
putative class actions.36 And, in May 2019,
89 of 348 (25.6 percent) TCPA suits filed
were putative class actions.37 This
significant exposure tends to lead
companies to settle rather than continue to
litigate, even though class certification has
proved more challenging for TCPA
plaintiffs.
Despite the theoretical comfort that some
consumers may take in being able to sue
where a private right of action is available,
in TCPA settlements—as with many class
action settlements—a few consumers walk
away with at most trivial monetary
compensation or vouchers, and most
consumers are bound by the class
settlement but recover no compensation at
all.
For example, most TCPA settlement
agreements establish a fixed-size
settlement fund which pays out to claiming
members pro rata. Historical claim rates in
TCPA suits sit between four percent and
eight percent.38 Indeed, even sub-two
percent claim rates can be approved.39
Class members who claim a piece of the
settlement fund walk away with a token
amount, and the approximately 92 to 96
percent of class members who do not
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submit a claim walk away with nothing.40
Other times, claimants are offered
vouchers for defendants’ products or
services.41 Meanwhile, class counsel
frequently seeks millions of dollars in
attorney’s fees in the amount of one third
of the settlement,42 and courts routinely
approve final settlements allotting 25 to 30
percent of the settlement fund to go to
class counsel.43 Under these conditions,
court dockets are unduly cluttered,
companies are forced to expend resources
on baseless litigation, and plaintiffs’ lawyers
carry on enriched, emboldened, and ready
to press repeat.44

Fair Credit Reporting Act
FCRA class action lawsuits, often based on
mere technical violations, continue to
snowball. Congress enacted FCRA to
“promote[] the accuracy, fairness, and
privacy of information in the files of
consumer reporting agencies.”45 The
Federal Trade Commission (FTC) and
Consumer Financial Protection Bureau
(CFPB) enforce FCRA, in addition to there
being private enforcement under the Act’s
private right of action.46
Today, two types of litigation are common
under FCRA: suits alleging inaccurate

information provided by consumer reporting
agencies; and suits alleging that employers
failed to abide by the Act’s disclosure and
notice requirements. Reports in 2018
confirmed that FCRA litigation increased by
four percent from 2017.47 These large sum
suits often involve multiple plaintiffs or
class action allegations, and increasingly are
filed by employees and job applicants
alleging deficiencies in defendants’
disclosures.48
Many FCRA suits have made headlines in
recent years, including those stemming
from plaintiffs’ attempts to capitalize on
technical violations. In Spokeo, Inc. v.
Robins, the plaintiff alleged that a data
broker had violated procedural
requirements under FCRA by publishing
incorrect information about him online.49
The Supreme Court held that “not all
inaccuracies cause harm or present any
material risk of harm.” Injury in fact must
be “concrete,” and simply alleging a
statutory violation does not always
establish a concrete injury.50
The Court identified two key factors to
determine whether “intangible harm” is a
concrete injury: whether intangible harm
“has a close relationship to a harm that has
traditionally been regarded as providing a
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In Spokeo, ... [t]he Supreme Court held that ‘not all
inaccuracies cause harm or present any material risk of
harm.’ Injury in fact must be ‘concrete,’ and simply
alleging a statutory violation does not always establish
a concrete injury.

”
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basis for a lawsuit in English or American
courts,” and whether Congress intended to
elevate an intangible harm to the status of
concrete injury.51
Although the Supreme Court drew a line
between mere statutory violations and
actionable harm, plaintiffs continue to push
the limits where little, if any, harm exists.
Several courts (including the Ninth Circuit
when it considered Spokeo again on
remand) have found an alleged
dissemination of inaccurate information, in
violation of FCRA, sufficient to establish
injury in fact.52 And, numerous FCRA cases
have resulted in multimillion-dollar
settlements, in part because defendants
face uncapped damages.53 As with TCPA
suits, while defendants part with large
sums to settle FCRA cases, a relatively
small amount ends up in consumers’ (class
members’) pockets.54

Video Privacy Protection Act
Today, claims lodged under the VPPA are
routinely dismissed as falling beyond the
scope of what the statute was meant to
protect. In 1988, Congress passed the
VPPA in response to a newspaper’s
publication of the video rental history of
then-Supreme Court nominee Robert
Bork.55 The statute was meant to protect
the privacy of video rental or purchase
histories, providing consumers with a
private right of action to sue video tape
service providers for knowingly disclosing
personally identifiable information. How and
where people rent, purchase, and watch
video has significantly changed since the
VPPA was passed, yet plaintiffs’ attorneys
have reinvigorated the statute to go after
companies for alleged wrongful
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“disclosures” of information.
Some courts have also interpreted Article III
standing liberally with respect to the VPPA,
which creates additional liability exposure
and litigation costs.56 The low standing
hurdle benefits class action plaintiffs and
acts as leverage against defendant
companies.
For example, in Yershov v. Gannet Satellite
Info. Network, Inc., the First Circuit
affirmed the district court’s holding that a
device identifier, video viewing data, and
user geolocation information from the USA
Today mobile application was “personally
identifiable information” and held—contrary
to the lower court’s decision—that the
plaintiff was a “consumer” under the Act.57
This ruling extended the VPPA to a new
platform (i.e., a mobile app) and further
stretched the definitions of “personally
identifiable” and “video tape service
provider.”58
More recently, in Eichenberger v. ESPN,
the Ninth Circuit affirmed the district
court’s dismissal on the basis that the
information at issue was not “personally
identifiable information” under the VPPA.59
Eichenberger sued over the alleged
disclosure of his device serial number and
the names of the videos that he viewed.60
The Ninth Circuit held that because that
information would not “readily permit an
ordinary person to identify a specific
individual’s video-watching behavior,” it
was not protected by the VPPA, which
protects only “personally identifiable
information.”61
The Ninth Circuit suggested that the 1988
Congress did not intend for the VPPA to
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cover circumstances like those alleged,
which were “so different from the ones
that motivated its passage.”62 While the
narrowing Eichenberger decision might lead
courts to be more skeptical of plaintiffs’
mismatched claims under the VPPA, the
private right of action continues to burden
defendants whose activities ultimately
might not be covered by the Act.

The Illinois Biometric Information
Privacy Act and Other States’
Regulation of Biometric Privacy
Multiple states have passed or are
considering legislation to regulate the
collection, use, and destruction of biometric
information. Many of these statutes do not
include a private right of action, and instead
they appropriately delegate enforcement
authority to state attorneys general or
consumer protection divisions. Illinois is
currently the outlier as the only state that
provides a private right of action for
biometric privacy.
BIPA
Plaintiffs’ firms are now filing dozens of
boilerplate complaints every month under
the Illinois BIPA. The state law: (1)
regulates the retention and destruction of
biometric information; (2) prohibits the
collection, retention, or disclosure of
biometric information without providing
certain information to data subjects in
writing and receiving written consent; (3)
prohibits selling, leasing, trading, or
otherwise profiting from biometric
information; and (4) restricts the disclosure
of biometric information.63 It is the only
state biometric privacy statute that provides
a private right of action.64
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Moreover, BIPA and the Illinois Supreme
Court have provided strong incentives for
the plaintiffs’ bar to file suits. The Act
allows for recovery of $1,000 for each
unintentional violation of the statute and
$5,000 for each intentional violation of the
statute,65 and the Illinois Supreme Court
confirmed that plaintiffs need not suffer
actual harm to litigate under the Act.66
Within this environment, Illinois consumers’
choices are reduced, as companies
understandably must assess what
technologies or features to make available
within the state.67
Although BIPA was enacted in 2008, it did
not see much action in the courts until
nearly a decade later. The first class-wide
settlement under BIPA—for $1.5 million—
was approved in 2016.68 Courts saw a
significant uptick in BIPA litigation in the
years that followed.
Not only has there been a recent wave of
litigation under BIPA, with more than 200
suits filed over the past two years alone,
but the filing rate has skyrocketed since the
January 2019 Illinois Supreme Court
decision in Rosenbach v. Six Flags
Entertainment Corp.69 This decision
emboldened the plaintiffs’ bar, holding that
no actual harm is required to be a “person
aggrieved” under BIPA:
[W]hen a private entity fails to comply
with one of [BIPA’s] requirements, that
violation constitutes an invasion,
impairment, or denial of the statutory
rights of any person or customer whose
biometric identifier or biometric
information is subject to the breach ...
[S]uch a person would clearly be
‘aggrieved’ within the meaning of ... the
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Act and entitled to seek recovery ... . No
additional consequences need be pleaded
or proved.70
In the six months since the Illinois Supreme
Court issued the Rosenbach decision, more
than 100 new suits have been filed.
With many of these cases pending, courts
have not yet explored BIPA’s “per
violation” scheme, and some are
concerned that every fingerprint scan, for
example, could count. Damages are not
capped,71 and liability could be
astronomical, especially for companies that
use biometric scans to record timekeeping
information, such as who clocks in when
they arrive in the morning, who clocks out
for breaks and lunch, and who clocks out
again at the end of the day. Each scan
could potentially add up to four or more
violations per timekeeper, per day.

“

Liability could be
astronomical, especially
for companies that use
biometric scans to record
timekeeping information,
such as who clocks in
when they arrive in the
morning, who clocks out
for breaks and lunch, and
who clocks out again at
the end of the day.

”
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In response to the unbounded proliferation
of biometric privacy suits post-Rosenbach,
the Illinois legislature proposed in March
2019 an amendment that would remove
the private right of action. Instead,
enforcement would be delegated to the
Illinois Department of Labor and the state
attorney general. The bill did not pass
within the short timeframe provided and
was therefore sent back to the Committee
on Assignments. It remains to be seen
whether this bill will be resubmitted for
consideration.
In the meantime, parties continue to debate
whether and when cognizable harm exists
under BIPA. In June 2019, Facebook urged
the Ninth Circuit to de-certify a BIPA class.
Facebook argued that no invasion of privacy
exists prior to misuse of data by defendants,
and that class members agreed to
Facebook’s terms of service before using
the facial mapping and recognition tool in
question.72 Facebook’s counsel argued that
in light of users’ option to opt-out: “You
can’t walk into federal court and say, ‘I
really like this feature, I know how to opt
out, I’m choosing to keep the feature on,
but give me a thousand dollars.’”73 While it
remains to be seen how the Ninth Circuit
will rule, these arguments highlight the
tension between statutory protections and
real-life examples of how users interact
with, and benefit from, technology.
REGULATION OF BIOMETRIC INFORMATION
BEYOND ILLINOIS
States beyond Illinois are largely grappling
with decisions about the proper mechanism
for enforcing legislation regarding biometric
information. Relatedly, some states have
included biometric data in existing or
pending statutory definitions of “personal
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information,” including Massachusetts,
Connecticut, Rhode Island, and California.74
Some laws broadly protect biometric
information, while other laws protect only
biometric information used for
authentication purposes.75 Most of these
statutes, however, do not include private
rights of action. The California Consumer
Privacy Act of 2018 (CCPA), for example,
defines personal information to include
biometric information,76 but provides a
private right of action only following certain
data breaches.
Texas and Washington have existing
biometric privacy legislation based on the
Illinois BIPA, and although the statutes’
requirements and restrictions vary,77 both
provide for enforcement by state attorneys
general instead of a private right.78 A host
of other states have recently considered or
are currently considering laws, similar to
the Illinois BIPA, that would grant a private
right of action, including Alaska, Florida,
Michigan, New Hampshire, and New
York.79
Other states have considered or are
considering legislation more similar to
Texas’ and Washington’s biometric privacy
acts—which do not grant a private right of
action—including Arizona and Montana
(where the attorneys general would be
responsible for enforcement), and
Delaware (where the Delaware Protection
Unit would be responsible for
enforcement).80 Whether and how states
beyond Illinois regulate the collection, use,
retention, and destruction of biometric
information—and whether they provide a
private right of action for violations of
biometric privacy laws—will likely influence
the extent to which companies offer
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Whether and how
states beyond Illinois
regulate the collection,
use, retention, and
destruction of biometric
information—and whether
they provide a private
right of action for
violations of biometric
privacy laws—will likely
influence the extent to
which companies offer
innovative technology
across the country on
equal footing...
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innovative technology to employers and
consumers across the country on equal
footing, as we have seen occur in Illinois.
OTHER STATE PRIVACY AND CONSUMER
PROTECTION STATUTES
Some state privacy and consumer
protection statutes may give plaintiffs room
to sidestep congressional intent where
analogous federal statutes provide no
private right of action. California’s private
right of action under its Unfair Competition
Law (UCL), for example, has allowed
plaintiffs to assert privacy claims based on
or inspired by federal statutes that
expressly have no private right of action,
such as the Health Insurance Portability and
Accountability Act (HIPAA).81 These endruns around congressional intent are
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The failure of a broader
CCPA private right of action to
advance in the California
Senate is indicative of the
drastic consequences that flow
from expansive private rights
of action...

”

detrimental to the careful balance that must
be struck between patient privacy, the
swift and efficient provision of healthcare,
and effective, uniform enforcement.
For example, in Gardner v. Health Net, Inc.,
plaintiffs sued under the California UCL
after an unencrypted portable disk drive
containing social security numbers and
bank account information was stolen from
the defendant’s office.82 The UCL claim
was predicated on numerous acts,
including HIPAA violations.83 The court held
that “[a] HIPAA violation may constitute an
unlawful business practice for the purpose
of establishing liability under the UCL,”
although plaintiffs failed to set forth facts to
support their allegations that defendant
violated HIPAA.84
The CCPA may soon provide new
opportunities for consumer litigation within
the privacy sphere.85 With many of its
provisions set to become effective on
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January 1, 2020, the CCPA provides a
private right of action to bring suits where
nonencrypted or nonredacted personal
information is subject to unauthorized
access, exfiltration, theft, or disclosure as a
result of a business’ violation of its duty to
implement and maintain reasonable
security procedures.86 Under the CCPA,
consumers may seek actual or statutory
damages between $100 and $750 per
incident.87 Consumers also may seek
injunctive or declaratory relief, or other
relief as deemed appropriate by a court.88
In May 2019, the California Senate declined
to advance a bill that would have expanded
the private right of action under the CCPA,
thus avoiding the potential for more
unfettered litigation.89 While consumers will
retain the limited right to bring litigation
regarding certain alleged breaches, only the
California Attorney General’s office may
enforce other provisions of the CCPA,
seeking up to $7,500 per intentional
violation, and $2,500 per unintentional
violation.90 The failure of a broader CCPA
private right of action to advance in the
California Senate is indicative of the drastic
consequences that flow from expansive
private rights of action, and will hopefully
encourage other legislators to proceed with
caution as they consider enforcement
schemes to address similar privacy
concerns.
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Detrimental Consequences of Privacy
Private Rights of Action
A stream of detrimental consequences flow from private rights of
action as a mechanism to address privacy harms.
Some notable examples include:

provide structure for companies aiming to
align their practices with existing and
developing law.93

FIRST
Private rights of action undermine
appropriate agency enforcement and allow
plaintiffs’ lawyers to set policy nationwide,
rather than allowing expert regulators to
shape and balance policy and protections.
By contrast, statutes enforced exclusively
by agencies are appropriately guided by
experts in the field who can be expected to
understand the complexities of encouraging
compliance and innovation while preventing
and remediating harms.91

THIRD
Combined with the power handed to the
plaintiffs’ bar in Federal Rule of Civil
Procedure 23, private rights of action are
routinely abused by plaintiffs’ attorneys,
leading to grossly expensive litigation and
staggeringly high settlements that
disproportionally benefit plaintiffs’ lawyers
rather than individuals whose privacy
interests may have been infringed.94

SECOND
They can also lead to a series of
inconsistent and dramatically varied,
district-by-district court rulings.92 Agency
enforcement can provide constructive,
consistent decisions that shape privacy
protections for all American consumers and

FOURTH
They also hinder innovation and consumer
choice by threatening companies with
frivolous, excessive, and expensive
litigation, particularly if those companies are
at the forefront of transformative new
technologies.95

“

Private rights of action undermine appropriate
agency enforcement and allow plaintiffs’ lawyers to set
policy nationwide, rather than allowing expert regulators
to shape and balance policy and protections.
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The private rights of action available under
the federal and state statutes discussed
above raise additional issues and
challenges:
FIRST
Rampant TCPA litigation drains judicial
resources and leads to disparate treatment
of what is actionable under the statute’s
broad or undefined terms. As courts
grapple with whether and when to hold
companies liable for violating the TCPA, the
threat of liability impedes the ability of
businesses across industries to best serve
customers and patients in the smartphone
era.
SECOND
FCRA is a breeding ground for long-lasting
litigation where procedural violations exist
without concrete harm. Minor technical
violations lead to disproportionate risk as
repeat players (both plaintiffs and plaintiffs’
counsel) are quick to file boilerplate FCRA
complaints.96
THIRD
The VPPA has become known as the
statute that encourages plaintiffs’ attorneys
to try to fit a square peg in a round hole.
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These suits largely clutter the courts
regarding scenarios that do not fit within
the protections that the VPPA provides. It is
yet another example of the inefficiencies
that flow from abused and overused private
rights of actions in the privacy sphere.
FOURTH
BIPA is crippling both technological
innovation and business growth in Illinois.
BIPA has been criticized as making Illinois
“inhospitable to tech firms and businesses
in general,” affecting tech- and non-techbased employers and costing the state both
jobs and revenue.97
These issues can be largely if not entirely
avoided by shifting enforcement power
from plaintiffs (and plaintiffs’ counsel) to
experts within government agencies and
offices. Congress has created numerous
federal statutes that are enforced solely by
government agencies. In the privacy
sphere in particular, agency enforcement
benefits consumers and patients, the
entities that provide services to them, and
the public at large.
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Agency Enforcement
As discussed in more detail below, in the privacy context, agency
enforcement is far superior to private litigation and strikes a better
balance between protection, penalties, deterrence, and progress.
Agency enforcement is typically led by
experts who are familiar with standards and
best practices, who are intimately aware of
the workings of relevant industries, and
who have a thorough understanding of the
regulations with which they seek
compliance. Unlike litigation trumped up by
the plaintiffs’ bar to reach a quick payday,
enforcement actions at their core are
meant to identify and remedy
noncompliance that raises concerns for
consumer and patient privacy and promote
fair competition within industries.
Agency-made decisions are also subject to
oversight by administrative law judges,
Congress, and/or the President. Moreover,
Congress and the President are subject to
voter action. These checks and balances

help further develop consistent and
appropriate policies and penalties.
Examples of federal legislation that provide
no private cause of action for privacy
violations and that are enforced by agencies
include: HIPAA,98 the Children’s Online
Privacy Protection Act (COPPA),99 the
Federal Educational Rights and Privacy Act
(FERPA),100 and the Genetic Information
Nondiscrimination Act (GINA).101 This
Section focuses on HIPAA and COPPA as
examples of impactful agency enforcement
of diverse privacy interests.

HIPAA
HIPAA includes the Privacy and Security
Rules, which are enforced by the Office for

“

Unlike litigation trumped up by the plaintiffs’ bar to
reach a quick payday, enforcement actions at their core are
meant to identify and remedy noncompliance that raises
concerns for consumer and patient privacy and promote
fair competition within industries.

”
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Civil Rights (OCR), within the U.S.
Department of Health and Human
Services.102 There is no private right of
action under HIPAA, although individuals
can file a complaint with OCR to initiate an
investigation.103 OCR enforces HIPAA not
only by investigating complaints, but also
by conducting compliance reviews to
evaluate whether entities subject to HIPAA
are in compliance, by educating third
parties to increase compliance with the Act,
and by referring possible criminal violations
to the Department of Justice.104
OCR investigations can lead to any of a
variety of outcomes, fostering resolution
that tracks the severity and duration of
HIPAA violations. For example, OCR can
determine that a violation did not occur, or
that the entity is not subject to HIPAA. Or,
OCR can determine that a violation
occurred and can obtain voluntary
compliance from the covered entity and
reach agreement regarding a corrective
action plan.105 OCR can also issue formal
findings of a violation and impose civil
monetary penalties.106 These civil penalties
are carefully prescribed, based on
increasing willfulness, as follows:

“

There are numerous
benefits to HIPAA’s
agency enforcement
scheme as compared to
reliance on a private right
of action.

”
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• Tier 1: $100-$50,000 per unknowing
violation, capped at $25,000 per year the
issue persisted (with a six-year statute of
limitations);
• Tier 2: $1,000-$50,000 per reasonable
cause violation, capped at $100,000 per
year the issue persisted (with a six-year
statute of limitations);
• Tier 3: $10,000-$50,000 per violation
by willful neglect but timely corrected,
capped at $250,000 per year the issue
persisted (with a six-year statute of
limitations);
• Tier 4: $50,000 per violation by willful
neglect and not timely corrected, capped
at $1.5 million per year the issue persisted
(with a six-year statute of limitations).107
There are numerous benefits to HIPAA’s
agency enforcement scheme as compared
to reliance on a private right of action. For
example, patients who may be dissatisfied
when interacting with healthcare
institutions regarding traumatic, expensive,
and even life-threatening medical
conditions may be more eager to instigate
litigation regarding private information than
other groups, regardless of whether HIPAA
was violated. HIPAA instead tasks
experienced regulators with investigating
violations and determining the appropriate
sanctions.108
OCR works with covered entities to change
their behavior and achieve compliance with
the regulations, and uses monetary
penalties to help address and deter
noncompliance. Their process is viewed as
structured, thorough, and expansive
enough to correct violations while including
prescribed limitations so as not to cripple
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the industry with penalties and uncertainty.
While staunch advocates for privacy-related
private rights of action caution that
agencies have limited resources to enforce
statutory protections, OCR demonstrates
how extensive agency investigations and
enforcement can be: as of June 16, 2019,
there were 485 breaches reported to OCR
within the prior 24 months, all of which
were under investigation by OCR.109

COPPA
The Children’s Online Privacy Protection
Act, enacted in 2000 and updated in 2013,
provides only for enforcement by the FTC
and state attorneys general. COPPA
“requires companies collecting personal
information from children under the age of
13 to post clear privacy policies and to
notify parents and get their verifiable
consent before collecting, using, or sharing
personal information about a child.”110 The
FTC has pursued more than 30 COPPA
enforcement actions, leading to a variety of
fact-specific penalties and outcomes.111

Musical.ly (now TikTok) for failure to seek
parental consent to collect children’s
information. The company paid a $5.7
million fine, which marked the largest civil
COPPA penalty received by the FTC.112 This
large fine reflected Musical.ly’s knowledge
that children were using the app and
providing protected personal information,
yet failure to seek the required parental
consent in accordance with COPPA.113 In
addition to FTC enforcement, state
attorneys general are also actively
protecting rights guaranteed by COPPA.
The FTC also issued a warning letter to the
operator of three dating apps, since the
apps were collecting children users’
birthdates, email addresses, photographs,
and geolocation data.114 The FTC imposed
no fine, but advised the operator to take
immediate action to comply with COPPA.115
The agency also issued a consumer alert to
warn parents about the dating apps, and
the apps have been removed from major
app stores.116

For example, in February 2019, the FTC
entered a COPPA-related settlement with
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Conclusion
Although privacy law presents many complex questions about
what to protect, why, how, and to what degree, the question of
how best to enforce privacy rights has become increasingly clear.
Agency enforcement is far more beneficial
to consumers and the organizations that
serve them than unpredictable and
excessive attorney-driven private litigation.
Federal and state privacy statutes that
provide private rights of action—like the
TCPA, FCRA, VPPA, and Illinois BIPA—
exemplify the pitfalls associated with
allowing plaintiffs’ lawyers to set policy

19

nationwide by way of inconsistent judicial
rulings. By contrast, privacy statutes that
are enforced by government agencies
provide a robust process through which
noncompliance with protected privacy
interests can be identified, remedied, and
monitored while promoting consistency,
fairness, and innovation.
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